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Abstract— Cloud computing has emerged as an important 

evolution in the way the organization and individuals 

consume and operate computing. Cloud computing 

services are delivered by a third party provider who owns 

the infrastructure. Cloud computing is also considered a 

good platform to boost “thin computing”. This paper 

discusses about the characteristics of cloud computing, 

deadlock characteristics and also discusses the 

implementation of banker’s algorithm.  
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I. INTRODUCTION 

 

Cloud Computing is a term used to describe both a platform 

and type of application. As a platform it supplies, configures 

and reconfigures servers, while the servers can be physical 
machines or virtual machines. On the other hand, Cloud 

Computing describes applications that are extended to be 

accessible through the internet and for this purpose large data 

centres and powerful servers are used to host the web 

applications and web services (Boss et al., 2007, p2). 

The cloud is a metaphor for the Internet and is an abstraction 

for the complex infrastructure it conceals. There are some 

important points in the definition to be discussed regarding 

Cloud Computing. Cloud Computing differs from traditional 

computing paradigms as it is scalable, can be encapsulated as 

an abstract entity which provides different level of services to 

the clients, driven by economies of scale and the services are 

dynamically configurable (Foster et al., 2008, p1). 

Cloud computing environment provides the users for 

accessing the shared pool of distributed resources. Cloud is a 

pay- go model where the consumers pay for their sources 

utilized instantly, which necessitates having highly available 
resources to service the requests on demand. Hence, the 

management of resources becomes a complex job from the 

business perspective of the cloud service provider.  

The Banker’s algorithm is a resource allocation and deadlock 

avoidance algorithm developed by Edsger Dijkstra that tests 

for safety by simulating the allocation of pre-determined 

maximum possible amounts of all resources, and then makes a 

‖safe-state‖ check to test for possible deadlock conditions for 

all other pending activities, before deciding whether allocation 

should be allowed to continue. The Banker’s algorithm is run 

by the operating system whenever a process requests 

resources. The algorithm prevents deadlock by denying or 
postponing the request if it determines that accepting the 

request could put the system in an unsafe state (one where 

deadlock could occur). This algorithm handles multiple 

instances of the same resource. Force threads to provide 

advance information about what resources they may need for 

the duration of the execution.  The resources requested may 

not exceed the total available in the system.  The algorithm 

allocates resources to a requesting thread if the allocation 

leaves the system in a safe state. Otherwise, the thread must 

wait. 
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II. CLOUD COMPUTING 

 

 Characteristics of Cloud Computing 

There are 5 essential characteristics of Cloud Computing 

which explains there relation and difference from the 

traditional computing. 

 

 On-demand-self-service 
Consumer can provision or un-provision the services 

when needed, without the human interaction with the 

service provider. 

 

 Broad Network Access 

It has capabilities over the network and accessed 

through standard mechanism. 

 

 Resource Pooling 

The computing resources of the provider are pooled 

to serve multiple consumers which are using a multi-
tenant model, with various physical and virtual resources 

dynamically assigned, depending on consumer demand. 

 

 Rapid Elasticity 

Services can be rapidly and elastically provisioned. 

 

 Measured Service 

Cloud Computing systems automatically control and 

optimize resource usage by providing a metering 

capability to the type of services (e.g. storage, processing, 

bandwidth, or active user accounts) (Cloud Security 
Alliance, 2009, p15). 

 

Cloud Service Models 

There are 3 Cloud Services Models and these 3 fundamental 

classifications are often referred to as ―SPI model‖ i.e. 

software, platform or infrastructure as a service. 

 Cloud Software as Service 

This is a capability in which the consumer can use the 

provider’s applications running on the cloud. 

 

 Cloud Platform as Service 
Cloud Computing effect on Enterprises. In this type of service, 

the consumer can deploy, the consumer created or acquired 

applications created by using programming languages or tools 

provided by provider, on the cloud infrastructure. 

 Cloud Infrastructure as Service 

This is a capability provided to the consumer by which, it can 

provision processing, storage, networks and other fundamental 

computing resources where the consumers can deploy and run 

the software (i.e. operating systems, applications . 

 

Cloud Deployment Models 

 Public Cloud 

The cloud infrastructure is available to the general public. 

 Private Cloud 
The type of the cloud, that is available solely for a single 

organization. 

 Community Cloud 

In this type of cloud deployment model, the infrastructure of 

the cloud is shared by several organizations and supports a 

specific community with shared concerns. 

 Hybrid Cloud 

This is a cloud infrastructure that is a composition of two or 

more clouds i.e. private, community. 

 

III. DEADLOCK 

A deadlock is a situation in which two or more competing 

actions are each waiting for the other to finish, and thus 

neither ever does. 

In an operating system, a deadlock is a situation which occurs 

when a process or thread enters a waiting state because 

a resource requested is being held by another waiting process, 

which in turn is waiting for another resource. If a process is 

unable to change its state indefinitely because the resources 

requested by it are being used by another waiting process, then 

the system is said to be in a deadlock. 

Deadlock is a common problem 
in multiprocessing systems, parallel computing and distributed 

systems, where software and hardware locks are used to 

handle shared resources and implement process 

synchronization. 

Deadlock Characterization 

 Necessary Conditions 

All of these four must happen simultaneously for a deadlock 

to occur: 

Mutual exclusion 

One or more than one resource must be held by a process in a 

non-sharable (exclusive) mode. 

Hold and Wait 
A process holds a resource while waiting for another resource. 

No Preemption 
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There is only voluntary release of a resource - nobody else can 

make a process give up a resource. 

Circular Wait 

Process A waits for Process B waits for Process C .... waits for 

Process A. 

 

 

Resource Allocation Graph 

A visual ( mathematical ) way to determine if a deadlock has, 
or may occur. 

 

G = ( V, E )  

The graph contains nodes and edges. 

 

V -> Nodes consist of processes = { P1, P2, P3, ...} and 

resource types { R1, R2, ...} 

 

E -> Edges are ( Pi, Rj ) or ( Ri, Pj ) 

 

An arrow from the process to resource indicates the process is 
requesting the resource. An arrow from resource to process 

shows an instance of the resource has been allocated to the 

process. 

Process is a circle, resource type is square; dots represent 

number of instances of resource in type. A request point to 

square, assignment comes from dot. 

 

 
 

Figure 1 Resource allocation graph with a deadlock. 

 

 

 
 
Figure 2  Resource allocation graph with a cycle but no 

deadlock. 

 

IV. DEADLOCK AVOIDANCE 

Deadlock avoidance is arranging how resources are granted at 

run time so as to avoid deadlock. Remember, knowing what 

resources processes need during their run is not enough to tell 

if there will be a deadlock, but knowing that upper bounds, the 

OS can steer the system safely through deadlock dangers. 

The most common deadlock avoidance algorithm is 
Dijkstra's Banker's algorithm. The algorithm requires that we 

know a priori how many resources each process needs. From 

then on, the OS behaves like an honest small-town banker. It 

only loans out resources to processes if it has enough on hand 

to meet potential demand. We characterize this as a safe state. 

Here are safe and unsafe states (considering only one 

resource): 

Safe: 

 Available=2 

Process Allocated Maximum 

A 1 6 

B 1 5 

C 2 4 

D 4 7 
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Unsafe: 

 Available=1 

Process Allocated Maximum 

A 1 6 

B 1 5 

C 2 4 

D 4 7 

 

An unsafe state does not mean that the system is deadlocked, 

merely that the possibility exists. If the system remains in safe 

states, deadlock never occurs. 

The algorithm for determining if a state is safe is: pick the 
process closest to its limit. If it can finish, count all its 

resources as free, and repeat until either all processes have 

been considered, or until a state is found where no process can 

complete. 

The algorithm generalizes to multiple resources: 

A Vector of available resources 

E Vector of existing resources 

C Matrix of committed 

resources 

R Matrix of resource requests 

(remaining) 

 

The Generalized Banker’s Algorithm (safe state 

determination) is 

1. Find an unmarked process with the ith row of R less 

than or equal to A 

2. Mark it and let A = A + the ith row of C and goto 1 

3. If all processes get marked the state is safe, if not, 

unsafe 

 

 

 

 

 

V. BANKERS ALGORITHM 

 

Algorithm 

Step 1: start  

Step 2: Read the number of processes n.  

Step 3: Read the number of resources nor.  

Step 4: Read the available resources vector avail, allocation 

matrix all, and maximum  

Matrix max.  

Step 5: Initialise the matrix need using needi=maxi-all. For i = 

1,2,…,n  

Step 6: Call safety algorithm.  

Step 7: Call resource request.  

Step 8: Stop  

 

Safety Algorithm  

Step 1: Let Work and Finish be vectors of length m and n, 

respectively. Initialize  

Work:= Available and Finish[i]:=0 for i=1,2,…….,n  

Step 2: Find an i such that both  

a) Finish[i]=0  

 
b) Need i <= Work ,if no such i exists, goto step 4  

Step 3: Work:= Work + Allocation i.  

Finish[i]:=1 goto step 2  

Step 4: If Finish[i]=1 for all i , then the system is in a safe 

state. 

 

Resource Request Algorithm: 

Step 1: Set violation=0, wait=0.  

Step 2: If Request i <= Need i, goto step 3, otherwise 

violation=1 and goto step 6 

Step 3: If Requesti <= Available, goto step 4 , otherwise 
wait=1 and goto step 6  

Step 4: Set Available:=Available-Request i;  

Allocation i:=Allocationi + Request i; 

Need i:= Need i—Request i;  

Step 5: Call safety algorithm.  

Step 6: Stop  

 

VI. IMPLEMENTATION DETAILS 

Banker’s algorithm is a dead lock avoidance algorithm. The 

name was chosen because this algorithm could be used in 

banking system to ensure that the bank never allocates its 

available cash that it can no longer satisfy the needs of all its 
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customers. When a new process enters the system, it must 

declare the maximum number of instances of each resource 

type that it may need. This number may not exceed the total 

number of resources in the system. When a user requests a set 

of resources, the system must determine whether the 

allocation of these resources will leave the system in a safe 

state. If it will, the resources are allocated; otherwise, the 

process must wait until some other process releases enough 

resources.  
Let n be the number of processes in the system and m be the 

number of resource types, we need the following data 

structures.  

 Available: A vector of length m indicates the number 

of available resources of each type. If Available[j]=k, 

there are k instances of resource type Rj available.  

 Max: An n x m matrix defines the maximum demand 

of each process. If  

 Max[i,j]=k, then process Pi may request at most k 

instances of resource type Rj.  

 Allocation: An n x m matrix defines the number of 

resources of each type currently allocated to each 

process. If Allocation[i,j]=k, then process Pi is 

currently allocated k instances of resource type Rj.  

 Need: An n x m matrix indicates the remaining 

resource need of each process. If Need[i,j]=k, then 

process Pi may need k more instances of resource 

type Rj to complete its task. Note that 

Need[i,j]=Max[i,j]-Allocation[i,j]  

 

Safety algorithm is the algorithm for finding out whether or 

not a system is in a safe state.  

Resource request algorithm is used to check whether the 

system is safe after allocating the resources requested by a 
process Pi. 

 

 

CONCLUSION 

 

A new deadlock avoidance algorithm, derived from Dijkstra’s 

Bankers Algorithm, is introduced for avoiding deadlock on a 

distributed systems. This algorithm handles multiple instances 

of the same resource. The algorithm allocates resources to a 

requesting thread if the allocation leaves the system in a safe 

state. This paper discusses about the characteristics of cloud 

computing, deadlock characteristics and also discusses the 

implementation of banker’s algorithm. 
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