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Abstract— The expansion of the Internet has 

frequently increased the availability of digital data 

such as audio, images and videos to the public. Digital 

watermarking is a technology being developed to 

ensure and facilitate data authentication, security and 

copyright protection of digital media. Watermarking, 

which belong to the information hiding field, has seen 

a lot of research interest recently. There is a lot of work 

begin conducted in different branches in this field. 

Steganography is used for secret communication, 

whereas watermarking is used for content protection, 

copyright management, content authentication and 

tamper detection. We classify the techniques based on 

different domains in which data is embedded. 
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I. INTRODUCTION 

Digital watermarking is a technique which embeds 
additional information called digital signature or 

watermark into the digital content in order to secure 

it[1]. A watermark is a hidden signal added to images 
that can be detected or extracted later to make some 

affirmation about the host image. The major point of 

digital watermarking is to find the balance among the 
aspects such as robustness to various attacks, security 

and invisibility. The invisibleness of watermarking 

technique is based on the intensity of embedding 

watermark. Better invisibleness is achieved for less 
intensity watermark. So we must select the optimum 

intensity to embed watermark. In general there is a 

little tradeoff between the embedding strength (the 

watermark robustness) and quality (the watermark 
invisibility). Increased robustness requires a stronger 

embedding, which in turn increases the visual 

degradation of the images[3].  
 

      
           
Figure 1   Digital WaterMarking 

 

II. TERMINOLOGY 

 

 Visible watermarks 

 

 Visible watermarks are visual patterns that are inserted 
into images or video, like in paper watermarks. It can be 

used to mark preview images available in image' 
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databases or on the web to prevent commercial use. It is 

also possible to add audible marks into soundtrack of a 

video. Nevertheless, we will focus on imperceptible 
watermarks since visible watermarks remain difficult to 

protect and alter the original media[3]. 

 
 

 Fingerprinting and Labeling 

Both terms denote special applications of watermarking, 

where information such as the creator or recipient of the 

data is embedded. This information can be a code that 
corresponds to the person. In labeling, it can be any 

information of interest. 

 

 Bitstream watermarking 

It is often used for compressed data streams such as 

video. 

 

 Embedded signatures 

This term, which comes from cryptography, was often 

used instead of watermarking. Nowadays, it leads to 

confusion since the cryptographic signatures serve for 

authentification purposes by detecting any alteration of 
the data and to authenticate the sender. With 

watermarking techniques, authentification can be applied 

to different kind of media and it requires an additional 
feature, that is to say, robustness. Watermarks have to 

resist to alterations and modifications. 

 

 Fragile watermarks 

These watermarks have a limited robustness. They are 
applied for detection of modification of the data, rather 

than conveying unerasable information. 

 

III. TECHNIQUES 

 

Watermarking is the method to hide the secret 
information into the digital media using some strong and 

appropriate algorithm. Algorithm plays a vital role in 

watermarking as, if the used watermarking technique is 

efficient and strong then the watermark being embedded 
using that technique cannot be easily detected. The 

attacker can only destroy or detect the secret information 

if he know the algorithm otherwise it is critical to know 

the watermark. There are various algorithms present in 

the today scenario that are used to hide the information. 

Those algorithms come into two domains, Spatial and 
Frequency domain [5]. 

 

 
Figure 2  Process of Water marking 

 

Spatial domain: Spatial domain digital watermarking 

algorithms directly load the raw data into the original 
image. Spatial watermarking can also be applied using 

color separation. In this way, the watermark appears in 

only one of the color bands. This renders the watermark 
visibly subtle such that it is difficult to detect under 

regular viewing. Spatial domain is manipulating or 

changing an image representing an object in space to 

enhance the image for a given application. Techniques 
are based on direct manipulation of pixels in an image . 

 

 Additive Watermarking: The most straightforward 
method for embedding the watermark in spatial domain 

is to add pseudo random noise pattern to the intensity of 

image pixels. The noise signal is usually integers like (-
1, 0, 1) or sometimes floating point numbers. To ensure 

that the watermark can be detected, the noise is 

generated by a key, such that the correlation between the 

numbers of different keys will be very low. 
 Least Significant Bit: Old popular technique embeds 

the watermark in the LSB of pixels. This method is easy 

to implement and does not generate serious distortion to 
the image; however, it is not very robust against 

attacks[7]. The embedding of the watermark is 
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performed choosing a subset of image pixels and 

substituting the least significant bit of each of the chosen 

pixels with watermark bits. The watermark may be 
spread throughout the image or may be in the select 

locations of the image. But these primitive techniques 

are vulnerable to attacks and the watermark can be easily 
destroyed. Such an approach is very sensitive to noise 

and common signal processing and cannot be used in 

practical applications.  

SSM Modulation Based Technique: Spread-spectrum 
techniques are methods in which energy generated at one 

or more discrete frequencies is deliberately spread or 

distributed in time. SSM based watermarking algorithms 
embed information by linearly combining the host image 

with a small pseudo noise signal that is modulated by the 

embedded watermark.  
Texture mapping coding Technique: This method is 

useful in only those images which have some texture 

part in it. This method hides the watermark in the texture 

part of the image. This algorithm is only suitable for 
those areas with large number of arbitrary texture images 

(disadvantage), and cannot be done automatically. This 

method hides data within the continuous random texture 
patterns of a picture. 

 Patchwork Algorithm: Patchwork is a data hiding 

technique developed by Bender et alii and published on 

IBM Systems model. Patchwork imperceptibly inserts a 
watermark with a particular statistic using a Gaussian 

distribution. A pseudo randomly selection of two patches 

is carried out where the first one is A and the second is 
B. Patch A image data is brightened where as that of 

patch B is darkened (for purposes of this illustration this 

is magnified). 
Frequency domain: Compared to spatial-domain 

methods, frequency-domain methods are more widely 

applied. The aim is to embed the watermarks 

in the spectral coefficients of the image. The most 
commonly used transforms are the Discrete Cosine 

Transform (DCT), Discrete Fourier Transform (DFT), 

Discrete Wavelet Transform (DWT), the reason for 
watermarking in the frequency domain is that the 

characteristics of the human visual system 

HVS captured by spectural components. 

Discrete cosine transforms (DCT): DCT like a Fourier 

Transform, it represents data in terms of frequency space 

rather than an amplitude space. This is useful because 
that corresponds more to the way humans perceive light, 

so that the part that are not perceived can be identified 

and thrown away. DCT based watermarking techniques 
are robust compared to spatial domain techniques. Such 

algorithms are robust against simple image processing 

operations like low pass filtering, brightness and contrast 

adjustment, blurring etc. However, they are difficult to 
implement and are computationally more expensive. At 

the same time they are weak against geometric attacks 

like rotation, scaling, cropping etc. DCT domain 
watermarking can be classified into Global DCT 

watermarking and Block based DCT watermarking 

 
Discrete wavelet transforms (DWT): Wavelet 

Transform is a modern technique frequently used in 

digital image processing, compression, watermarking 

etc. The transforms are based on small waves, called 
wavelet, of varying frequency 

and limited duration. The wavelet transform decomposes 

the image into three spatial directions, i.e. horizontal, 
vertical and diagonal[30]. 

 

 

       
Algorithm 

 

     Advantages Disadvantage 

LSB  

 

 Easy to 

implement and 
understand  

 Low degradation 

of image quality  
 

 

It lacks basic 

robustness.  
Vulnerable to noise  

Vulnerable to 

cropping, scaling.  
 

Correlation  

 

Gain factor can be 

increased  
 resulting 

 in increased 

 robustness 
 

 

 
 

 Image quality gets  

decreased due to 
very high increase in 

gain factor  
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Patchwork  

 

High level of  

robustness against  

most type of 
 attacks  

 

 It can hide only a 

very small amount of 

information.  
 

Texture  

Mapping 

 coding  

.  

 

This method hide 

data within the 

continuous 
random texture 

patterns of a 

picture 

This algorithm is 

only suitable for 

those areas with 
large number of 

arbitrary texture  

 

DCT The watermark is 
embedded into the 

coefficients of the 

middle frequency, 
so the visibility of 

image will not get 

affected and the 
watermark will 

not be removed 

by any kind of 

attack.  
 

Block wise DCT 
 destroys the 

 invariance 

 properties of the 
 system. 

 

Certain higher 
 frequency  

components tend to 

 be suppressed 

 during the  
Quantization step.  

 

 

IV. SURVEY ON JPEG IMAGES IN WATER 

MARKING 

 SPATIAL DOMAIN BASED 

WATERMARKING SCHEMES 

 LSB BASED SCHEMES 

In their paper, Macq and Quisquater briefly discussed 
the issue of watermarking digital images as part of a 

general survey on cryptography and digital television. 

The authors provided a description of a procedure to 
insert a watermark into the least significant bits of pixels 

located in the vicinity of image contours[14]. Since it 

relies on modifications of the least significant bits, the 
watermark is easily destroyed. Further, their method is 

restricted to images, in that it seeks to insert the 

watermark into image regions that lie on the edge of 

contours. 

 PATCH WORK BASED SCHEMES 

Another, well known spatial domain based scheme is 

patchwork-based technique given by Bender et al. They 

described two watermarking schemes. The first is a 
statistical method called patchwork. Patchwork 

randomly chooses pairs of image points, and increases 

the brightness at one point by one unit while 

correspondingly decreasing the brightness of another 
point. The second method is called ―texture block 

coding‖ wherein a region of random texture pattern 

found in the image is copied to an area of the image with 
similar texture. Autocorrelation is then used to recover 

each texture region. The most significant problem with 

this scheme is that it is only appropriate for images that 

possess large areas of random texture. The scheme could 
not be used on images of text. 

 CORRELATION BASED 

WATERMARKING SCHEMES 
The most straightforward way to add a watermark to an 
image in the spatial domain is to add a pseudorandom 

noise pattern to the luminance values of its pixels. 

 CORRELATION BASED SCHEMES WITH 

1 PN SEQUENCE 
 A well known technique for watermark embedding is to 

exploit the correlation properties of additive pseudo-

random noise patterns as applied to an image[20]. 

Many watermarking methods have been proposed in the 
literature. Schyndel, Tirkel, and Osborne generated a 

watermark using a m-sequence generator. The 

watermark was either embedded or added to the least 
significant bit of the original image to produce the 

watermarked image. The watermark was extracted from 

a suspected image by taking the least significant bits at 

the proper locations. Detection was performed by a 
cross-correlation of the original and extracted 

watermark. Schyndel et al. showed that the resulting 

image contained an invisible watermark with simple 
extraction procedures. The watermark, however, was not 

robust to additive noise. 

Cox et al. noted that in order for a watermark to be 
robust to attack, it must be placed in perceptually 

significant areas of the image. The watermark was based 

on 1000 random samples of a N(0,1) distribution. These 

samples were added to the 1000 largest DCT coefficients 
of the original image, and the inverse DCT was taken to 

retrieve t watermarked image. For detection, the 

watermark was extracted from the DCT of a suspected 
image. Extraction was based on knowledge of the 

original signal and the exact frequency locations of the 
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watermark. The correlation coefficient was computed 

and set to a threshold. If the correlation was large 

enough, the watermark was detected. Their method was 
robust to image scaling, JPEG coding, dithering, 

cropping, an rescanning[26]. 

Xia, Boncelet, and Arce proposed a watermarking 
scheme based on the Discrete Wavelet Transform 

(DWT). The watermark, modeled as Gaussian noise, was 

added to the middle and high frequency bands of the 

image. The decoding process involved taking the DWT 
of a potentially marked image. Sections of the 

watermark were extracted and correlated with sections 

of the original watermark. If the cross-correlation was 
above a threshold, then the watermark was detected. 

Otherwise, the image was decomposed into finer and 

finer bands until the entire, extracted watermark was 
correlated with the entire, original watermark. This 

technique proved to be more robust than the DCT 

method. When embedded zero-tree wavelet compression 

and halftoning were performed on the watermarked 
images. Improvements on the above schemes were 

possible by utilizing properties of the Human Visual 

System. Bartolini et al.  first generated a watermarked 
image from DCT coefficients. Then spatial masking was 

performed on the new image to hide the watermark. 

 Kundur and Hatzinakos  embedded the watermark in the 

wavelet domain. The strength of the watermark was 
determined by the contrast sensitivity of the original 

image. Both techniques showed resistance to common 

signal processing operations. 
Delaigle et al proposed a unique watermarking scheme 

based on the Human Visual System. Binary m-sequences 

were generated and then modulated on a random carrier. 
This image served as the watermark, and then it was 

masked based upon the contrast between the original 

signal and the modulated image. The masked watermark 

was added to the original image to form the 
watermarked image. Their technique was robust to 

additive noise, JPEG coding, and rescanning. 

Craver et al noted that certain watermarking techniques 
were susceptible to counterfeit attacks. They showed that 

the method proposed by Cox et al. can be attacked by 

creating a fake original image and fake watermark that is 

indistinguishable from the true original image and 

watermark. To prevent this scenario, they modified the 

Cox et al.The algorithm by making the watermark 

dependent on the original image. This new scheme was 
less susceptible to counterfeiting and still maintained 

robustness. 

Bas, Chassery, and Davoine introduced a watermarking 
system using fractal codes. A collage map was 

composed from 8x8 blocks of the original image and 

from the image’s DCT. The watermark was added to the 

collage map to produce a marked image. The results 
showed that fractal coding in the DCT domain 

performed better than coding in the spatial domain. The 

DCT-based watermarking technique was robust to JPEG 
compression, while spatial fractal coding produced block 

artifacts after compression. 

 

RESULTS AND DISCUSSION 

 

The following comparison table depends upon the factor 

of Watermarking and also calculates the cost, 
complexity. 

 

Factors  
 

Spatial Domain Frequency 

domain  

Computation 

cost 

 

Low High 

Robustness 

 

Fragile More robust 

Perceptual 

quality 

 

High control Low control 

Computational 

complexity 

 

Low High 

Computational 

time 

 

Less More 

Capacity 

 

High Low 

Examples of 

application 

Mainly 

authentication 

Copy rights 
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Examples of Watermarking 
 

 

 
 
 

CONCLUSION 

In this paper we surveyed the current literature on digital 
mage watermarking. We had a look at some current 

methods of watermarking, including additive and 

substitutive techniques in the frequency or spatial 

domains. The next generation of watermarking 
techniques will focus on the content of the data. An 

image will not be watermarked but every part of the 

image will contain the embedded information. The 
existing tools for image segmentation, active contour 

searching and differential treatments motivate this 

approach. Watermarking techniques are still a very 

recent domain of research. The solutions proposed in 
term of security, still face the problem of robustness. 

Contrary to cryptographic techniques, which are widely 

used and efficient since years, the use of watermarks to 
protect copyrights seems to be difficult to manage. 

Nevertheless, both domains focus on different topics. 

Watermarking must solve a problem of transparent 
broadcasting of protected data. 
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