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Abstract— Domain Name System (DNS) queries for 

botnet command and control provides a distributed 

infrastructure for storing, updating, and disseminating data that 

conveniently fits the need for a large-scale command and control 

system. The HTTP protocol is for the end-to-end communication 

between a client and a server. DNS provides not only a means of 

communication between computers, but also systematic 

mechanisms for naming, locating, distributing, and caching 

resources without tolerance. These features of DNS may be 

utilized to fullfill more effective command-and-control system 

than what HTTP servers may provide. The DNS server then 

responds with the appropriate data using the agreed upon 

semantics. We identify several groups of features that allow 

Disclosure to reliably distinguish C&C channels from benign 

traffic using Net Flow records to reduce Disclosure's false 

positive rate, we incorporate a number of external reputation 

scores into our system's detection procedure. We provide an 

extensive evaluation of Disclosure over two large, real-world 

networks. Our evaluation demonstrates that Disclosure is able to 

perform real-time detection of botnet C&C channels over 

datasets on the order of billions of flows per day. The DNS server 

is one of the primary and most vulnerable infrastructure 

components through which communications service providers 

suffer Denial of Service and Distributed Denial of Service 

attacks. Attackers, in particular botnet controllers, use stealthy 

messaging systems to set up large-scale command and control for 

web content defacing. 

Index Terms— Network security, DNS security, botnet 

detection, and command and control 

 

                                     I.   INTRODUCTION  

             BOTNET command-and-control (C&C) channel refers to the 
protocol used by bots and botmaster (i.e., botnet controller) to 
communicate to each other, e.g., for bots to receive new attack 
commands and updates from  botmaster  to submit stolen data. Botnet 
operators constantly explore new stealthy communication 
mechanisms to evade detection. HTTP-based command and control is 

difficult to distinguish from legitimate web traffic. we systematically 
investigate the feasibility of solely using Domain Name System 

(DNS) queries for botnet command and control. DNS provides a 
distributed infrastructure for storing, updating, and disseminating 
data that conveniently fits the need for a large-scale command and 
control system. The HTTP protocol is for the end-to-end 
communication between a client and a server. The HTTP protocol is 
for the end-to-end communication between a client and a server. In 
comparison, DNS provides not only a means of communication 
between computers, but also systematic mechanisms for naming, 

locating, distributing, and caching resources with fault tolerance. 
These features of DNS may be utilized to fullfill a more effective 
command-and-control system than what HTTP servers may provide. 
These features of DNS may be utilized to fullfill a more effective 
command-and-control system than what HTTP servers may provide. 
The DNS server then responds with the appropriate data using the 
agreed upon semantics. To reduce Disclosure's false positive rate, we 
incorporate a number of external reputation scores into our system's 

detection procedure. Finally, we provide an extensive evaluation of 
Disclosure over two large, real-world networks. Our evaluation 
demonstrates that Disclosure is able to perform real-time detection of 
botnet C&C channels over datasets on the order of billions of flows 
per day.  

   Over the years the internet has expanded to enormous 

proportions, with increasing numbers of hosts and availability 

of high-speed connections. This expansion has also lead to an 

increase in the number of attacks on hosts. 

    The Domain Name System (DNS) is one of the important 

parts of the internet. Without it most people would not be able 

to connect to their favorite website. It is not hard to imagine 

that DNS servers have also been the targets of attacks. These 
attacks are possible because of exploits in the DNS protocol or 

bugs in the DNS software. There is also a group of attacks that 

overload a host with packets taking up massive amount of 

bandwidth and processing power in the hope of making the 

DNS server unavailable for genuine users.  
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These attacks have recently become more diverse, as attention 

has shifted from attacking the front end to exploiting 
vulnerabilities of the web applications in order to corrupt the 

back-end database system. A plethora of Intrusion Detection 

Systems (IDSs) currently examine network packets 

individually within both the webserver and the database 

system. However, there is very little work being performed on  

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

multitiered Anomaly Detection (AD) systems that generate 

models of network behavior for both web and database 
network interactions. 

    In such multitierd architectures, the back-end database 

server is often protected behind a firewall while the 

webservers are remotely accessible over the Internet.  

Unfortunately, though they are protected from direct remote 
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attacks, the back-end systems are susceptible to attacks that 

use web requests as a means to exploit the back end.  To 

protect multitiered web services, Intrusion detection systems 

have been widely used to detect known attacks by matching 

misused traffic patterns or signatures. 

    Botnet command-and-control (C&C) channel refers to the 

protocol used by bots and botmaster to communicate to each 

other, e.g., for bots to receive new attack commands and 

updates from botmaster, or to submit stolen data.  
    A C&C channel for a botnet needs to be reliable, redundant, 

noncentralized, and easily disguised as legitimate traffic. 

Many botnet operators used the Internet Relay Chat protocol 

(IRC) or HTTP servers to pass information. Botnet operators 

constantly explore new stealthy communication mechanisms 

to evade detection. HTTP-based command and control is 

difficult to distinguish from legitimate web traffic. Web-

Delivered services and applications have increased in both 

popularity and complexity over the past few years.  

    Daily tasks, such as banking, trav el, and social networking, 

are all done via the web. Such services typically employ a web 
server front end that runs the application user interface logic, 

as well as a back-end server that consists of a database or file 

server. Due to their ubiquitous use for personal and/or 

corporate data, web services have always been the target of 

attacks.  

     A class of IDS that leverages machine learning can also 

detect unknown attacks by identifying abnormal network 

traffic that deviates from the so-called ―normal‖ behavior 

previously profiled during the IDS training phase. 

Individually, the web IDS and the database IDS can detect 

abnormal network traffic sent to either of them. However, we 

found that these IDSs cannot detect cases wherein normal 
traffic is used to attack the web server and the database server. 

 If an attacker with non admin privileges can log in to a web 

server using normal-user access credentials, he/she can find a 

way to issue a privileged database query by exploiting 

vulnerabilities in the web server. Neither the web IDS nor the 

database IDS would detect this type of attack since the web 

IDS would merely see typical user login traffic and the 

database IDS would see only the normal traffic of a privileged 

user.  

 

II. EXISTING SYSTEM 

                       Decentralized nature of DNS with a series of 

redundant servers potentially provides an effective channel for 

covert communication of a large distributed system, including 

botnets. To protect DNS based attack, Intrusion detection 

systems have been widely used to detect known attacks by 

matching misused traffic patterns or signatures. A class of IDS 

that leverages machine learning can also detect unknown 

attacks by identifying abnormal network traffic that deviates 

from the so-called ―normal‖ behavior previously profiled 

during the IDS training phase. Individually, the web IDS and 

the database IDS can detect abnormal network traffic sent to 

either of them. However, we found that these IDS cannot 

detect cases wherein normal traffic is used to attack the 
webserver and the database server. 

A. Disadvantages of Existing System: 

 Traditional Intrusion Detection System(IDS) are not 

much familiar with the Multitier web application 

attacks not in case of DNS attacks. 

 Fire wall protection is the security in most web 
applications and has following limitations.  

 Those Systems concentrate separately by either in 

Front End or Back End Server attacks. 

 Attacks are detected after the data corruption will 

occurs 

 Server (Back End) data will get modifications 

frequently 

 Normal users also affected due to modification of  

web content 

 Data Corruption and Denial Of Service(DOS) 

 Not much effective in providing security 

 

III. PROPOSED SYSTEM 

B. User Authentication 

                   This is the basic module for every client 

communication by an ANONYMOUS Network. The user 

(Client) should register them to Trust Authority before 

communicate with DNS server. During the registration 

process, Trust Authority can directly extract information like 
IP, HOST details of the Client.  The IP and Host information 

helps during the verification of Certificate Authority. 

C. Key Generation And Verification 

                Trusted Authority generates a Random Key for 

every new client and stores the value with proper HOST and 

IP details respectively. Once the key generation successfully 
occurred, client can communicate the Certificate Authority for 

further process. Next step is the process of verifying key 

which is deposit to the Certificate Authority by client. In this 

verification process Authorities communicate each other and 
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compare keys, IP and HOST details. If any negative value 

occurs then communication will be terminate. 

D.  Session Passing With Content Violation Check 

                    After the verification process, client key will 

renovate into Session Value by using Blind Signature Method. 

Session nothing but state information maintained for every 

connection with client. All session data stored on database of 

server. This method will help to transmit signature based 

session for server communication. Before the session 

generation, Certificate Authority checks with Content 

Violation Table. This table store blocked client sessions. This 

process helps to block users who were misbehaved in early 

session. 

E. Process Controller 

               This module is the controller of the entire process. 

There are two ADMIN in this work 

 Trust Authority  

 Certificate Authority 

               These two are the initial Security Level Authorities 

(ADMIN), who are decides to whether the user should 
communicate with server or not. One will make the first level 

of security and can enter, update and checks the detail of users 

like IP, HOST, name etc... And another one checks the details 

of user key, verifies them with Blacklist and stores the IP. The 

server is like the web server which will gives the valid 

response to the user requests respectively and marks the users 

into blacklist if they misbehaved. 

F. Reports 

               This is the final module which gives the detail 

reports about the users to both Trust and Certificate Authority 

and also for the Server too. Some of the reports are  

 Blacklisted users 

 Normal users 

 Total users 

 IP Address 

1) Blacklist IP Address 
              IP stands for "Internet Protocol," which assigns a 

numeric address to every computer and router on the Internet.             
These addresses are attached to every Internet service request, 

such as for a Web page from a Web server, or to connect to 

other Internet  resources.  

                IP address blacklisting is a method of protecting 

Web and other Internet  servers from malicious attacks. This is 

accomplished by setting rules within server software or 

hardware routers regarding what traffic will be considered an 

attack, and then preventing the computers creating that traffic 

from connecting 

 

                IV.PERFORMANCE EVALUTION 

 Piggybacking case studies. We select four hosts from our data 

set to simulate the piggybacking behaviour rs on them and 

evaluate the mean TTC. The four hosts are the first, 50th, 

100th, and 200th most active hosts according to their total 

traffic volume during the 2-month period. Fig. 3 plots how the 
mean TTC changes with the minimum TTC in a piggybacking 

query strategy, with the maximum TTC set to infinity. The 

results show that bot’s communication efficiency is higher on 

more active hosts as expected. A maximum TTC (e.g., 48 

hours) may be set to ensure periodic communication of the 

bot. Mean TTC grows with minimum TTC and is almost 

always greater than minimum TTC.  

                                V.CONCLUSION 

           Multi safeguard Mechanism (MSM), an IDS system 

that models the network behavior of user sessions through the 

network level, to resolve DNS based websites defacing. This 
system helps servers can control misbehaving users, thereby 

blocking users without compromising their anonymity. To 

hunt out attacks those independent Intrusion Detection 

Systems would not be able to identify.  

           Prevent the web content attackers of DNS Trace and 

Blocks Misbehaving users. Multi safeguard Mechanism 

(MSM) used to provide security against Website Defacing, 

performed by user who works in Anonymous Network. It can 

be extended to any Network Infrastructure which aims to 

provide flexibility. 
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