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Abstract— The wireless adhoc sensor network and 

routing data is vulnerable to certain attacks. So  

ensure a secure and authenticated data transmission 

process.  There are a  lot of protocols developed to 

protect from DOS attack, but it is not completely 

possible. One such DOS attack is Vampire attack 

draining of node life from wireless adhoc sensor 

networks. It explores resource depletion attacks at 

the routing protocol layer, which permanently 

disable networks by quickly draining nodes’ battery 

power. These “Vampire” attacks are not specific to 

any specific protocol, but rather rely on the 

properties of many popular classes of routing 

protocols. The methods to mitigate these types of 

attacks, including a new proof-of-concept protocol 

that provably bounds the damage caused by 

vampires during the packet forwarding phase. An 

proposed project concentrates on securing the 

network from the malicious attack. The 

implementation results in the efficient detection and 

elimination of vampire attack from the network. In 

order to detect and eliminating the vampire attack 

are going to implement certain intrusion detection 

system based on the energy level constraints.  The 

simulation result shows the improved network 

authentication rate and efficient detection of 

malicious node from the network, so that proposed 

system forms a secure network with high throughput 

rate. 

Index Terms—Denial of service, security, routing, ad 

hoc networks, sensor networks, wireless networks. 

I. INTRODUCTION  

 Adhoc wireless sensor networks (WSNs) promise 

exciting new applications in the near future, such as 

ubiquitous on-demand computing power, continuous 
connectivity, and instantly deployable communication 

for military and first responders. Such networks already 

monitor environmental conditions, factory performance, 
and troop deployment, to name a few applications. As 

WSNs become more and more crucial to the everyday 

functioning of people and organizations, availability 

faults become less tolerable lack of availability can make 
the difference between business as usual and lost 

productivity, power outages, environmental disasters, 

and even lost lives.Thus high availability of these 
networks is a critical property, and should hold even 

under malicious conditions. The most permanent denial 

of service attack is to entirely deplete nodes’ batteries. 
This is an instance of a resource depletion attack, with 

battery power as the resource of interest.  To consider 

how routing protocols, even those designed to be secure, 

lack protection from these attacks, which we call 
Vampire attacks, since they drain the life from networks 

nodes. These attacks are distinct from previously studied 

DoS, reduction of quality ( RoQ ) , and routing 
infrastructure attacks as they do not disrupt immediate 

availability, but rather work over time to entirely disable 
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a network. While some of the individual attacks are 

simple, and power draining and resource exhaustion 

attacks have been discussed before  prior work has been 
mostly confined to other levels of the protocol stack. 

Vampire attacks are not protocol-specific, 

in that they do not rely on design properties or 
implementation faults of particular routing protocols, but 

rather exploit general properties of protocol classes such 

as link state, distance vector, source routing, and 

geographic and beacon routing. Neither do these attacks 
rely on flooding the network with large amounts of data, 

but rather try to transmit as little data as possible to 

achieve the largest energy drain, preventing a rate 
limiting solution. Since Vampires use  protocol 

compliant messages, these attacks are very difficult to 

detect and prevent. 

II. EXISTING SYSTEM 

In  existing environment the effect of 

vampire attacks on link state, distance-vector  routing 
protocol. To define a vampire attack as the composition 

and transmission of a  message    that causes more 

energy to be consumed by the network than if an  honest 
node  transmitted a message of identical size to the same 

destination, although using different packet  headers . To  

measure the strength of the attack by the ratio of network 
energy used in the  malicious case ,i.e. ,the ratio of 

network-wide power utilization with malicious nodes 

present to  energy usage with only hones t nodes when 

the number and size of packets sent remains constant.  

A. Disadvantages of Existing System 

 

 The presence of vampire attack in the network  

permanently disable the    network.    

 The energy level of nodes tends to 0 joules 

because of vampire attack presence. 

 This system doesn’t concentrates on eliminating 

the vampire attacks. 

III. PROPOSED SYSTEM 

 The proposed system concentrates on a secure data 
transmission from the adversary nodes in the sensor 

network. In order to build a secure network, the network 

should be an extinct to adversary nodes. So we propose a 
technique called nodes position verification [NPA] and 

node verification intrusion detection techniques [IDS]. 

The nodes which has the exceed threshold value other 

than normal nodes, then a node supposed to be a 
malicious nodes  which will undergoes a vampire attack. 

By the proposed IDS system we can calculate the 

threshold value and energy level of malicious nodes, and 
also by NPA techniques the malicious nodes can be 

detected efficiently and detected nodes are eliminated 

from the network which increases the network 
performance and throughput rate. 

 

A. Advantages of Proposed System  

 This system examines about the characteristics 

of vampire attack  and its    vulnumerable nature 
to the network. 

 The system proposes the mitagation technique to 

detectvampire.  

B. .System Architecture 
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C.Module Description  

1)Node Configuration Setting: 

The mobile nodes are designed and 
configured dynamically, designed to employ across  the 

network, the nodes ae set according to the X, Y, Z 

dimension, which the nodes have the direct transmission 
range to all other nodes. 

2) Data Routing  

The source and destination are set at larger 

distance, the source transmits the data packets to 
destination through the intermediate hop nodes using 

UDP user data gram protocol, link state routing like 

PLGP act as an ad hoc routing protocol. 

 

  3) Vampire Attack;  The malicious node enters the 

network, and affects the one of the intermediate node by 
sending false packets. So the malicious node drain the 

energy of the intermediate node, the intermediate energy 

level goes to 0 joules. So the data transmission is 

affected, the path tends to be failure between source and 
destination. As a result source retransmits the data in 

another path to destination. If the vampire attack 

continues it will disable the whole network. 
 

 4) Backtracking Technique: The back tracking 

technique is used to identify legitimate nodes in the 

particular path.The nodes accept the data only after the 
execution of back tracking technique. If source transmits 

the data to next neighbor node, the next node verifies the 

source identity using back tracking process. Through this 
technique the data is transmitted securely in the presence 

of vampire nodes.    

 

5) Intrusion Detection System: The energy constraint 
IDS is used to detect the malicious nodes from the 

network, for that purpose the energy level for all nodes 

are calculated after every data iteration process. 

Maximum nodes have an average energy level in certain 
range, due to the nature of vampire nodes have a 

abnormal energy level like malicious node energy level 

is three times more than the average energy level, by this 

technique the malicious nodes can be identified easily. 

6)Malicious Node Elimination: After the IDS process 

the malicious nodes detected. The TA trusted authority 

informs to all nodes in the network and eliminate the 
malicious node from the network. So by eliminating 

malicious node we can form a secure netwo 

7).Graph Examination:The performance analysis of the 

existing and proposed work is   examined  graphical 
analysis. 

                                    Conclusions 

The proposed energy level constraint algorithm 
efficiently detects the malicious nodes from the network, 

by eliminating those affected nodes we can form the 

secure network with authenticated data transmission. 
The graphical results shows the improved network 

performance with increased throughput rate and 

improved packet delivery ratio. To Solve the ND 

problem for any adversary, as long as the time and 
location measurements are accurate enough and line-of-

sight signal propagation is assumed. The protocols we 

analyse are very simple if not the simplest possible to 
allow positive results. In future work, we will focus on a 

larger spectrum of protocols, most notably multi-party 

neighbor discovery, as well as model additional aspects, 

such as the ability of nodes of controlling their 
transmission power. 
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