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Abstract—The  packet-pair technique is a widely adopted 

Method  to estimate the capacity of a path. The use of the 

packet-pair  technique  has been suggested in numerous 

applications including network management and end-to-end 

admission control. Recent observations also indicate that this 

technique can be used to fingerprint Internet paths. However, 

given that packet-pair measurements are performed in an open 

environment, end-hosts might try to alter these measurements 

to increase their gain in the network. In this paper, we explore 

the security of measurements based on the packet-pair 

technique. More specifically, we analyze the major threats 

against bandwidth estimation using the packet-pair technique 

and we demonstrate empirically that current implementations 

of this technique are vulnerable to a wide range of bandwidth 

manipulation attacks—in which end-hosts can accurately 

modify their claimed bandwidths. We propose lightweight 

countermeasure to detect attacks on bandwidth measurements; 

our technique can detect whether delays were inserted within 

the transmission of a packet-pair (e.g., by bandwidth shapers).  

  

We further propose a novel scheme for remote path 

identification using the distribution of packet-pair dispersions 

and we evaluate its accuracy, robustness , and potential use. 

Our findings suggest that the packet-pair technique can reveal 

valuable information about the identity/locations of remote 

hosts. 

Index Terms— Measurement, security. 

I. INTRODUCTION 

 

END-TO-END network measurements are gaining 

increasing importance in many wide-area Internet systems and 

services. This is the case since network measurements enable 

Internet-based systems to acquire reliable estimates of the 

network in order to ensure the Quality of Service (QoS) and 

performance of their online services. The packet-pair 

technique is a widely known and adopted end-to-end network 

measurement technique. In the packet-pair technique, two 

packets are sent adjacently in time (back-to back) between two 

end-hosts; features are then extracted from  the measured 

dispersion (temporal spacing) between the various packet-

pairs to estimate the bottleneck bandwidth of a path (i.e., its 

maximum capacity). Several tools based on this 
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Technique have been proposed and evaluated empirically over 

a number of Internet paths .The use of the packet-pair 

technique has been suggested as a potential solution numerous 

problems such as network management, end-to-end admission 

control, routing and traffic engineering , content distribution 

architectures among many others. Recently, also observed that 

the distribution of packet-pair dispersions can be used to 

fingerprint an Internet path. However, given that packet-pair 

measurements are performed in an open end-to-end 

environment, end-hosts might be motivated to modify their 

paths’ bottleneck bandwidth and fingerprints in order to 

increase their gain in the network. For example, an untrusted 

host might modify its networking interface or use bandwidth 

shapers in order to increase its utility in content distribution 

networks (e.g., based on the highest-capacity path 

assignment). While this misbehavior might increase its gain in 

the network, it would also result in a performance 

deterioration in the entire network; recent results have shown 

that the average download time over all peers in a content 

distribution network almost quadruples when only 20% of 

peers over-report their upload bandwidths. 

 

 Similarly, a host can try to modify its bandwidth 

claims ,e.g., to act as a super-peer in a P2P network and 

therefore to control network traffic in his cluster. These 

attacks might also threaten the operation of all applications 

that make use of the packet-pair technique and might hinder 

the effectiveness of this technique in several use-cases (e.g., in 

network management, path selection).Furthermore, the use of 

the packet-pair technique as a means to fingerprint Internet 

paths raises several implications with respect to the accuracy, 

robustness and security of this technique 

when used as a path identification scheme. As far as we are 

aware, no previous work has addressed these implications of 

the use of the packet-pair technique nor has evaluated the 

feasibility and accuracy of bandwidth manipulation attacks on 

the packet-pair technique. Motivated by these insights, we 

believe that a thorough evaluation of the packet-pair technique 

(and its uses) in adversarial settings should precede its large-

scale use across security-critical applications .In this paper, we 

address this problem and we explore the security of network  

measurements based on the packet-pair technique. More 

specifically, we focus on the two major uses of this technique 

when used in adversarial settings: bottleneck bandwidth 

estimation and path fingerprinting. Our contributions are 

summarized as follows: 

• We analyze security threats against bottleneck bandwidth 

estimation using the packet-pair technique and we 

demonstrate ,by means of implementation, the feasibility and 

accurate realization of attacks against this technique. 

• We propose and analyze several heuristics and solutions to 

thwart attacks against bottleneck bandwidth estimation based 

on the packet-pair technique. More specifically, our solutions 

can ensure the integrity and authenticity of packet-pair 

measurements and can detect attacks on bandwidth 

measurements—whether originating from a modified remote 

networking interface or from bandwidth shapers. We evaluate 

our proposed countermeasures on a number of Internet hosts. 

• We extend the work in [43] and we present a complete path 

identification system. We propose a fingerprint matching 

technique to compare paths and we evaluate the path 

identification accuracy based on well-defined metrics. We also 

show and quantify experimentally that the CDF of dispersions 

is bottleneck-link dependent. Our results show that the 
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accuracy of our scheme in identifying Internet paths is almost 

90%. 

• We devise strategies to analyze and evaluate the robustness 

of  the proposed dispersion-based path fingerprints against 

impersonation attacks. Based on our results, we outline a 

number of security applications where the packet-pair 

technique might prove to be useful. Another aim of this work 

is to extract relevant lessons about the security prospects of 

the use of the packet-pair technique in adversarial settings. 

Our findings suggest that, while a large subset of attacks 

against the packet-pair technique can be thwarted, ―full-

fledged‖ solutions might not be feasible without requiring 

functionality from trusted network components. We discuss 

the viability and the effectiveness of the use of trusted network 

components in securing the packet-pair technique. Our work 

therefore indirectly motivates the need for a next-generation. 

. 

 II. EXISTING SYSTEM 

 

The packet-pair technique is a widely adopted 

method to estimate the capacity of a path. The use of the 

packet-pair technique has been suggested in numerous 

applications including network management and end-to-end 

admission control. Recent observations also indicate that this 

technique can be used to fingerprint Internet paths. However, 

given that packet-pair measurements are performed in an open 

environment, end-hosts might try to alter these measurements 

to increase their gain in the network. 

 

 

 

Disadvantages of Existing System 

1. Strengthens the security of the scheme by such that any 

third party over the communication channel cannot tell 

whether or not he has seen the same smart card twice through 

the authentication session 

2 . A scheme are that it has no ability of anonymity for the 

user and that it has higher computation and communication 

cost because of using Rabin’s public-key cryptosystem.  

3. As fieldbus networks are becoming accessible from the 

Internet, security mechanisms to grant access only to 

authorized users and to protect data are becoming essential. 

4. An alternative—a client/edge server/origin server 

architecture that can distribute some complete data processing 

and device interface tasks to a network edge device, the Net 

Edge. 

 

 

III.PROPOSED SYSTEM 

             We propose lightweight countermeasures to detect 

attacks on bandwidth measurements; our technique can detect 

whether delays were inserted within the transmission of a 

packet-pair (e.g., by bandwidth shapers). We further propose a 

novel scheme for remote path identification using the 

distribution of packet-pair dispersions and we evaluate its 

accuracy, robustness, and potential use. Our findings suggest 

that the packet-pair technique can reveal valuable information 

about the identity/locations of remote hosts.  
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SYSTEM ARCHITECTURE 

 

 

 

 

 

 

 

 

 

MODULES 

 Authentication 

 Trusted Authority 

 Domain Authority 

 Data Owner 

 Data Consumer 

 Service Provider 

 

 

MODULE DESCRIPTION 

Authentication: 

If you are the new user going to access the make 

request or process request then they have to register first by 

providing necessary details. After successful completion of 

sign up process, the user has to login into the application by 

providing username and exact password. The user has to 

provide exact username and password which was provided at 

the time of registration, if login success means it will take up 

to main page else it will remain in the login page itself.  

Trusted Authority: 

Trusted Authority is Main part of this project. It is 

create one decryption key for the relevant encryption key. 

After the decryption key provided the domain authority. 

Domain authority, Data owner, Data consumer and Cloud 

service provider are controlled in Trusted Authority. 

 

Domain Authority: 

Domain Authority is sub head for the trusted 

authority. Domain authority performs the administrator 

operation. Data owner will not store the data without domain 

authority permission and Data consumer will not get the data 

without Domain authority permission. So the domain authority 

provides the permission to the Data owner and Data consumer. 

Data Owner: 

Data Owner is store the data in cloud service provider 

for secure purpose. Before Data owner get the permission 

from the domain authority for store the data. After get the 

permission Data owner first encrypt the file or data and store 

the data in cloud storage or cloud service provider. 

Data Consumer: 

First Data Consumer gets the permission from the 

domain authority for data. Data consumer pays some amount 

of money to the domain authority and gets the decryption key. 
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Finally Data Consumer retrieves the data from cloud service 

provider and decrypts the data using the decryption key. 

Cloud Service Provider: 

Cloud Service Provider is another name for cloud 

storage. Cloud storage is providing the security for data. Only 

authorized user (get permission from the domain authority) 

allows encrypting and storing the data. Authorized user allows 

retrieving the data and decrypting the data. 

 

CONCLUSION 

 

We achieve this goal by exploiting and individually 

combining techniques of attribute-based Encryption (ABE), 

proxy re-encryption, and lazy re-encryption. Our proposed 

scheme also has most important properties of user access 

privilege confidentiality and user secret key accountability. 

Extensive analysis shows that our proposed schemes is highly 

efficient and provably secure under existing security models. 
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