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Abstract: - The internet of things (IoT) and the applications it
enables revolve around communication Technology. This paper
discusses the characteristics and issues associated with Internet of
Things (IoT) devices. Examine the numerous challenges, issues, and
questions that arise during the research and design stages and
conclude that meeting the anticipated high-traffic demands and low-
latency requirements of the Internet of Things (IoT) and device-to-
device (D2D) communications will require radical changes to the
network paradigm. These include utilizing the millimeter-wave band
for dense small cell deployment. Future wireless systems will
incorporate a plethora of sophisticated features and applications,
enabling 5G to become the most intelligent and dominant wireless
technology to date. 5G technology, which enables faster data
transmission, is an intriguing new technology that will be employed
in the future. The widespread use of 5G, a new generation of
wireless technology. As a result, 5G offers increased capability over
1G, 2G, 3G, and 4G. Since it is based on the advantages and
drawbacks of 5G, the Internet of Things device has more credibility
and legitimacy.
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l. INTRODUCTION

Communication technology is a critical component of the
Internet of Things (loT) technology. The interconnection of
devices in the Internet of Things via various networks. The
newly developed 5G connectivity technology is critical in the
realm of 10T [1, 2]. 5G will make device connections quicker,
more scalable, and have reduced latency, but not all at the
same time. 5G utilizes three frequency bands: low, mid, and
high. Rural regions benefit from low-bandwidth wireless

access that is sluggish yet broad. Mid bandwidth delivers
faster connectivity than 4G at close range — eMBB, or
enhanced mobile broadband. This applies to most enterprise
gadgets. The mid-bandwidth connection also enables eMTC
or large machine-to-machine communication. So, hundreds of
0T devices may use 5G in a small area without overloading
the infrastructure [3]. When the data rate of devices grows,
the accuracy of the devices increases as well. 10T devices
operate quickly, and their dependability factor is increasing
daily. To design a new 5G connectivity platform for
industrial 10T devices. Enhancing industrial autonomy
through 5G communication is one of the most significant
prospects for 10T devices [5]. The rising demand for MTC
connectivity to supply new industrial and societal services
and applications has created new problems. The existing loT
vision needs It is vital.to ensure particular care is given to
support MTC devices so that MTC security as well as QoS
devices and H2H users who use the. The same network
infrastructure is safe. Here, we outline some of the problems
based on 10T requirements for future research consideration
[6]. In the last few decades, wireless technology has
advanced significantly. The first generation (paging services)
was followed by the second and third generations (voice and
message services, as well as Internet access), and
subsequently by the fourth generation (4G or Long Term
Evolution [LTE]) with video streaming capabilities. Starting
in 2020, the fifth-generation (5G) of mobile communications
is scheduled to be accessible worldwide. The potential
presented by 5G technology is undeniably exciting; yet, the
technology's adoption is fraught with difficulties and hazards
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[6, 7]. This paper summarizes the opportunities and
challenges associated with the Internet of Things (1oT) in 5G
wireless networks. We design 10T devices based on the
advantages and problems that 5G faces. As a result, the
Internet of Things can gain increasing dependability and
validity. For effective implementation of Massive loT,
applications in this domain require low-cost user equipment
(UE) with low energy consumption, a large coverage area,
and excellent scalability. On the other hand, critical loT
applications such as remote healthcare (for clinical remote
monitoring and assisted living), traffic control and industrial
control (Drone/Robot/Vehicle), and tactile Internet, among
others, require a higher level of availability, reliability, safety,
and low latency to ensure a positive end-user experience.

Il. OPPORTUNITIES AND CHALLENGES OF 5G IN |IOT

i. Opportunities of 5G in 10T:

When compared to previous generations, 5G technology is
capable of significantly greater performance. Under optimum
conditions, it produces the best results. Download speeds of
up to 20 gigabits (GB) per second, which is 200 times faster
than current 4G technology. In comparison to 4G technology,
which has a latency of 50 milliseconds or more, 5G
technology has a latency of less than one millisecond (the
time it takes to send data from the source to the destination);
and a significant increase in connection density from the
current norm of 2,000 devices per km2 to one million devices
per km2 [8].As a result of this enhanced performance, several
existing and future technologies will accelerate growth,
including the Internet of Things (loT), which comprises
things (such as appliances) that can interact with one another
over the Internet. Examples of possible uses enabled by 5G
technology are presented in fig 1 below.
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Figure 1. Applications of 5G in IoT

Among other things, the ability to slice networks will be
provided by 5G technology, which will enable a single
physical infrastructure to serve several logical networks. As a
result, an Internet service provider may offer a range of
services with variable performance characteristics (for
example, download speed, latency, or download use limits)
via the same physical network to meet the demands of
various clients. On the other side, network slicing may not be
fully compatible with the current concept of net neutrality,
and the federal government may need to determine if this is
permissible under existing law. Canada and other nations
might see significant economic benefits from the deployment
of 5G technology. According to Accenture research, 5G
technology may result in the creation of 250,000 permanent
employment by 2026 and a nearly $40 billion annual increase
to Canada's gross domestic product thereafter. To be sure, the
Organization for Economic Cooperation and Development
states that the extent to which 5G technology benefits society
will be decided by the speed with which it can be developed
and deployed, as well as the speed with which the regulatory
environment can be reformed[5,6.7].

ii. Challenges of 5G in IOT:

The global growth of 10T is projected to necessitate the
development of future 5G mobile networks with billions of
connected smart objects and sensors. There will be real-time
loT application cases to aid in the creation of a realistic
portrayal of mission-critical. From vehicle-to-infrastructure
communications to automated responses. Vehicle-to-vehicle
(V2V) communication and movement at high speeds, as well
as a Process control system. The internet of things includes
sensor nodes called motes that are capable of performing
certain tasks and collecting data. Then transmit this data
across the network to the embedded system for additional
processing and analysis [7]. In 1999, the Auto-ID laboratory
at the Massachusetts Institute of Technology (MIT) in the
United States developed the notion of 10T. The next year,
MIT Professor Gershenfeld Neil published the book "When
Things Begin to think [8]. This book's release signalled the
start of the development of 10T technology. The 10T's central
concept is. While carriers and service providers are already
building 5G networks for consumer use, stakeholders on both
sides of the link still face obstacles.

a. |1OT Security in 5G
v' Security requirements of 10T:
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Managing security issues has always been a critical
component of establishing a foothold in the realm of 10T [9].
The need of protecting and securing loT devices cannot be
overstated these days, as the number of 10T devices grows
rapidly not only in common/private areas but also in
contemporary places. As 10T is the execution and synthesis of
many enhancements and foundations, the loT framework that
utilizes these breakthroughs acquires all security challenges
and risks associated with each organization's innovations.
This implies that security risks exist at all tiers of an IoT
design. loT frameworks have outstanding characteristics that
enable the creation of new types of security offers that are not
available in conventional businesses. The majority of gadgets
that operate at the sensor/actual layer of an loT framework
have limited processing power and storage capacity; as a
result, typical security measures such as public-key
encryption and spread-range processes cannot be used by all
endpoints. Despite the growing number of (Industrial) 10T
applications, there is still no widely accepted standard for loT
frameworks. Mostly, the standard approach employs three
layers, as seen in fig 2 below.

e Physical Layer (frequently Sensor or Perception)

o Network Layer

e Application Layer

|

Application Layer

Perception Layer

Figure 2. Classification of IoT layers
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v Security Issues of a Layered 10T Architecture

In general, the Physical Layer of an loT framework consists
of sensors, actuators, and any other hub that collects data and
delivers it to the Network layer. These framework squares are
the foundation's weakest link, as they are typically exposed to
external and external circumstances, implying that they may
be accessed. These kinds of attacks are referred to as
"modifying," which includes physically damaging the device
but also altering it, for example, by replacing its firmware
[10]. Additionally, altering might be the first step in
launching a Denial of Service (DoS) attack on the
organization's many hubs. Mostly, DoS attacks are a major
threat at each tier of an 10T architecture, but they may also
target closed frameworks products, such as stealing data,
trading off data set integrity, or circumventing confirmation.

v" General Security Considerations inside 5G

Since the introduction of 5G, a great deal of emphasis has
been placed on the fact that it is far from a suitable medium
for 10T applications and frameworks. 5G satisfies previously
unsatisfiable 10T requirements in terms of bitrate, idleness,
and dependability, among others [11, 12, and 13]. However,
as long as the general insufficiency of security in loT
frameworks remains an open question, it is necessary to
analyze how security considerations have been addressed in
5G concerning loT scenarios. As a remote correspondence
organization, a significant portion of the security plans and
arrangements used in 5G is derived from other remote
technologies. However, because it operates within an
authorized range, the primary security concerns are derived
from legacy cell organizations, such as LTE. Additionally, it
is advantageous that central specialized updates aimed at
increasing proficiency are critical procedures against various
security threats, such as Massive MIMO against listening in.
Nonetheless, implementing inheritance security procedures,
in addition to countless others, is a tiny component of the
overall strategy, as security is a required component of
general engineering. Thus, it has an adaptable security plan
and techniques by design to:
e Manage new requirements derived from the enormous
number of conceivable use-cases for 5G
e Support new trust models as well as new risk
management models
e Manage MMTC traffic and the executives — an
enormous number of various types of associated

gadgets.
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I11. MASSIVE MIMO SYSTEM

Enormous MIMO or massive MIMO is an extension and
scale for Multiple Input, Multiple Output (MIMO)
frameworks, in which a large number of receiving wires are
used to introduce administrations for a large number of
terminals. Massive MIMO is built on the principles of spatial
diversity, spatial multiplexing, and beamforming. As a result
of reflections from buildings and other barriers, as seen in fig
3 below, multiple signal paths exist between the transmitter
and receiver. This framework has several advantageous
features, such as an increased limit. Utilizing monstrous
MIMO frameworks has been shown to increase the limit by a
factor of ten or more. This is the aftereffect of utilizing spatial
multiplexing, whereby every radio wire bar is coordinated
and gathered in a particular way [14, 15].

Figure 3. Demonstration of a massive MIMO

In addition, this is too reflected in the radio wires’ force
utilization to arrive at 100-crease in energy investment funds,
possibly more than regular MIMO since utilizing an enormous
number of receiving wires, terminals get an extremely high
information rate. Massive MIMO frameworks reduce the
additional overheads associated with managing data in the
physical and Macintosh levels by providing each terminal
with full transmission capacity and limiting idleness by
avoiding blurring. MIMO frameworks are not prohibitively
expensive. Rather than relying on a few high-cost enhancers,
massive MIMO architectures employ a large number of low-
cost intensifiers. The framework is depicted as being
extremely resilient against possible blockage and sticking, as
the failure of a single receiving wire does not fail the entire

framework. Additionally, monstrous MIMO frameworks have
their own set of challenges and restrictions that scientists are
attempting to overcome, such as their complexity and the need
for rapid and distributed signal processing. Because the
volume of exchanged information is enormous, it should be
handled gradually, and the internal force consumption should
be reduced to achieve greater energy efficiency.

IV. NON-ORTHOGONAL WAVEFORMS

Symmetrical recurrence division multiplexing (OFDM) is the
physical layer waveform innovation that received ongoing
remote correspondence guidelines. OFDM has many key
highlights such as its vigor, simplicity of execution, and high
range productivity. Likewise, OFDM has additional burdens
that struggle with 5G advances in accomplishing loT
necessities for some reason. These incorporate high top to
average force proportion (PAPR), flagging overhead on
schedule, and energy caused by the synchronization for
looking after symmetry. Besides, it has a high out of band
outflow (OBE), an expansion to the overhead made utilizing
a cyclic prefix, which needs space inside the information
streams [16]. To defeat these constraints, new non-
symmetrical waveforms are being presented in 5G. These
waveforms are more productive than OFDM, for example,
separated OFDM (FOFDM), windowed OFDM (WOFDM),
FBMC), GFDM, and UFMC.

V. DEVICE-TO-DEVICE (D2D) COMMUNICATIONS

The most considered correspondence pattern is device-to-
device (D2D) correspondence, which scientists have dubbed
the 5G pattern [17]. It employs two distinct techniques. To
begin with, communication between terminals and the base
station is accomplished through the use of multiple terminals.
Furthermore, communication  between  terminals is
accomplished without the involvement of the base station. As
seen in Fig 4 below, this arrangement does not support the
existing cell structure. While some modern advancements, for
example, Bluetooth or Wi-Fi, provide some D2D
functionality, several D2D advantages outweigh them. For
example, unlike Bluetooth and Wi-Fi, D2D supports greater
data speeds, a longer transmission range, and higher
transmission power. It also supports both unlicensed
(outbound) and authorized (in-band) ranges, assuring the
Nature of Service (QoS). Gadget to gadget connection
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provides a variety of advantages, including expanding
framework limit, increasing heinous proficiency, increasing
throughput, decreasing force consumption, and decreasing
idleness. Simultaneously, D2D correspondence has numerous
difficulties that scientists proceed with work to determine such
as security, the impedance of the executives, portability, and
asset distribution.
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Figure 4. D2D communication structure

Due to the dispersion circumstances within these groups, the
existing correspondence frameworks function in groups less
than 6 GHz. However, to increase data rates in 5G, greater
frequencies in the millimeter-wave spectrum must be used;
increasing frequencies, increases channel data transmission
capacity. While it is expected to employ higher frequencies to
achieve 10+ GHz with millimeter-wave design, increasing the
frequencies will result in signal degradation and the signs
becoming extremely weak [18,19,20]. This is known as
engendering misfortune, which brings about diminishing the
millimeter-wave correspondence range also, is one of the
millimeter-wave correspondence challenges. This s
notwithstanding its affectability to deterrents like individuals,
what’s more, furniture in addition to it is additionally
influenced by climate conditions (for example downpour,
thunder, and thunderstorms).

VI. CROSS-LAYERING

Traditional organization convention design makes use of a
standard layering model, such as the Open System
Interconnection (OSI) model, in which each layer is
accountable for specific functionalities. Additionally, the
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details of each layer are stowed away from the remaining
layers, which provides security between the layers regardless
of their association. Simultaneously, this paradigm limits
layer correspondence, as each layer can converse with its
archetype and replacement layers, which is particularly useful
in distant sensor organizations. As a result of the constrained
correspondences, an across stacking strategy has been
developed  recently, enabling communication and
coordination between the levels while preserving each layer's
primary utility. The Internet of Things is anticipated to
connect one billion devices by 2020. These gadgets are
diverse, fusing distinctive features, either from a
hardware/design standpoint, such as calculation, memory,
and power or from a communication requirements standpoint.
Additionally, from a QoS perspective, the following
requirements apply postponement, reliability, and energy
utilization. This heterogeneity enables the cross-layering
design to be adaptable to the loT's future [21, 22, and 23].
Numerous cross-layering convention designs have been
developed. Each time the gadget transmits or receives data
through the organization, it will use a procedure that begins
with association and validation and concludes with sending or
receiving data. If it stays dormant for an extended length of
time or enters an inactive state, it creates an organization
overhead. Due to the organization's massive number of
devices, this expense is repeated each time by delivering a
little amount of data. This increases the inertness despite the
control overhead. Along these lines, a low-inertia and low-
overhead cross-layering protocol between the physical and
Macintosh layers is suggested to aid 10T traffic in 5G.

This employs basic CDMA for small bundle transmissions by
minimizing the time required to reach the Macintosh layers
divert. While at the real layer, this is accomplished by
selecting the optimal waveform based on the traffic age,
bundle size, and sign to clamor ratio. Additionally, because
the concealed CDMA does not require handshaking, this
enhancement reduces inertness. They propose a cross-layer
correspondence convention for the 10T between the physical
layer, the Macintosh layer, and the network layer to achieve
necessary streamlining of boundaries such as QoS, reduce
delay to increase throughput, and additionally, reduce energy
consumption to increase network lifetime. Because each
application has unique needs, two types of cross-layer
streamlining are introduced: single objective and multi-
objective. A few apps demand an upgrade of a recently
mentioned component. While some applications require only
one, others require two or a combination of them. Following
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the connection between the passageway (AP) and the 'things'
in the organization, a local improvement calculation is
conducted that utilizes numerical capabilities to address the
needed cross-layer improvement. Using reenactment, a
comparison is made between their cross-layer plan and
current layered plans like BPSK and 16QAM. They proved
that their strategy would perform better than other layered
plans in terms of end-to-end deferral and energy
consumption, as well as in terms of the number of gadgets or
items connected to the network or the distance as defined.

VIl. CONCLUSION

5G technology is integrating with the internet of things.
Businesses and individuals in cities with mature cellular
infrastructure  will benefit first from 5G, and loT
advancements will be inextricably linked to this latest
generation of cellular networking. Similar to how 4G and
LTE enhanced the user experience for personal area networks
(PANS) and wide area networks (WANSs), 5G promises to do
the same for both. We have concluded that the potential and
difficulties of 5G technology with it are extremely essential
and it needs to realize that 5G is more than simply an
incremental improvement. It is fundamentally disruptive for
many sectors. By taking the time to secure 5G infrastructures,
organizations may position themselves to become a tycoon in
the 5G age. To solve these problems quickly, we need to
create an loT system that is supported by 5G technology. The
deployment of a life-altering technology like 5G will not be
straightforward, and difficulties are already developing as we
approach this new era of connectedness. Even so, the
advantages surpass the negatives, as 5G signals the approach
of autonomous vehicles, smart cities and homes, and more.
We can all help prepare for the 5G future by updating
infrastructure, altering legislation, and rethinking privacy as
well as look for 6G.

ACKNOWLEDGMENT

| am thankful to all my fellow researchers those have
participate in this article. I am also thankful to friends for the
encourage me to work hard continuously and did not allow
me to loss heart, due to that | keep work hard and finally
complete my articles. Finally, | thanks supervisor who have
provided very good opportunity for student to learn different
technology, and provided lab and cool study environments.

[1]

[2]

[3]

[4]

[5]

[6]

[71

(8]

[9]

[10]

[11]
[12]
[13]
[14]
[15]
[16]
[17]

[18]

REFERENCES

Godfrey Anuga Akpakwu, Bruno J. Silva, Gerhard P. Hancke, and
Adnan M. Abu-Mahfouz. A survey on 5g networks for the internet of
things: Communication technologies and challenges. IEEE Access,
6:3619-3647, 2018.

Debabani Choudhury. 5g wireless and millimeter wave technology
evolution: An overview. In 2015, IEEE MTT-S International
Microwave Symposium pages 1-4. IEEE, 2015.

Gabor Fodor and S Sorrentino. D2d communications?—what part will
it play in 5g? Verkkoaineisto Ericssonj https://www. Ericsson.
Com/research  blog/device-device-communications/;,  Paivitetty” ,
6:2014, 2014.

GODFREY ANUGA AKPAKWU, BRUNO J. SILVA1, GERHARD
P. HANCKEL1, 3, AND ADNAN M. ABU-MAHFOUZA Survey on
5G Networks for the Internet of Things: Communication Technologies
and Challenges, IEEE access, 2017.https://hillnotes.ca/2020/02/13/5g-
technology-opportunities-challenges-and-risks/2020

5G Americas, ‘‘LTE and 5G technologies enabling the Internet of
Things,”” 5G Amer., Bellevue, WA, USA, White Paper, Dec. 2016.
[Online]. Auvailable:
htpp://www.5gamericas.org/files/3514/8121/4832/
bling__loT_WP_12.8.16_FINAL.pdf.

Mariana-Daniela Gonzalez-Zamar,” Luis Ortiz Jimenez,” Adoracion”
Sanchez Ayala, and Emilio AbadSegura.” The impact of the university
classroom on managing the socio-educational well-being: A global
study. International journal of environmental research and public
health, 17(3):931, 2020.

Chong Han, Josep Miquel Jornet, Etimad Fadel, and lan F Akyildiz. A
cross-layer communication module for the internet of things.
Computer Networks, 57(3):622-633, 2013.

Yaser Khamayseh, Abdulraheem Bader, Wail Mardini, and Muneer
Bani Yasein. A new protocol for detecting black hole nodes in ad hoc
networks. International Journal of Communication Networks and
Information Security, 3(1):36, 2011.

Mamoun Qasem, Hussien Altawssi, Muneer Bani Yassien, and
Ahmed AlDubai. Performance evaluation of rpl objective functions. In
2015 IEEE International Conference on Computer and Information
Technology;  Ubiquitous Computing and  Communications;
Dependable, Autonomic and Secure Computing; Pervasive
Intelligence and Computing, pages 1606-1613. IEEE, 2015.

T. M. Hewa, A. Kalla, A. Nag, M. E. Ylianttila, and M. Liyanage,
"Blockchain for 5G and IoT: Opportunities and Challenges," 2020
IEEE Eighth International Conference on Communications and
Networking (ComNet), 2020, pp. 1-8, doi:
10.1109/ComNet47917.2020.9306082.

N. Al-Falahy and O. Y. Alani, "Technologies for 5G Networks:
Challenges and Opportunities,” in IT Professional, vol. 19, no. 1, pp.
12-20, Jan.-Feb. 2017, doi: 10.1109/MITP.2017.9.

S. Chen and J. Zhao, “The Requirements, Challenges, and
Technologies for 5G of Terrestrial Mobile Telecommunication,” IEEE
Comm. Magazine, vol. 52, no. 5, 2014, pp. 36-43.

5G: What Is 1t? White paper, Ericsson, 2014, pp. 1-10.

J. Boyd, “Fujitsu Makes a Terahertz Receiver Small Enough for a
Smartphone,” IEEE Spectrum, 6 Oct. 2015;
http://spectrum.ieee.org/tech-talk/telecom/wireless/fujitsu-makes-a-
terahertz-receiver-small-enoughfor-a-smartphone.

F. Boccardi et al., “Five Disruptive Technology Directions for 5G,”
IEEE Comm. Magazine, vol. 52, no. 2, 2014, pp. 74-80.5.

J.G. Andrews et al., “What Will 5G Be?” IEEE J. Selected Areas in
Comm,, vol. 32, no. 6, 2014, pp.1065-1082.6.

P.K. Agyapong et al., “Design Considerations for a 5G Network
Architecture,” IEEE Comm. Magazine, vol.52, no. 11, 2014, pp. 65—
75.7.

All Rights Reserved ©2021 International Journal of Computer Science (IJCS Journal)
Published by SK Research Group of Companies (SKRGC) - Scholarly Peer Reviewed Research Journals

http://www.skrgcpublication.org/

Page 2617



http://www.skrgcpublication.org/

\\o‘“nal of c°"'ab
%

“,

International Journal of Computer Science

O O\
Scholarly Peer Reviewed Research Journal - PRESS - OPEN ACCESS

ISSN: 2348-6600

http://www.ijcsjournal.com Volume 9, Issue 2, No 1, 2021. ISSN: 2348-6600
Reference ID: 1JCS-383 PAGE NO: 2612-2618

[19] F. Khan and Z. Pi, “An Introduction to Millimeter Wave Mobile
Broadband Systems,” IEEE Comm. Magazine, vol. 59, no. 6, 2011,
pp. 101-107.

[20] J. Gozalvez, “Samsung Electronics Sets 5G Speed Record at 7.5
Gb/s,” IEEE Vehicular Technology Magazine, Mar. 2015, pp. 12-16.

[21] R.S. Sapakal and S.S. Kadam, “5G Mobile Technology,” Int’l J.
Advanced Research in Computer Eng. and Technology, vol. 2, no. 2,
2013, pp. 568-571.

All Rights Reserved ©2021 International Journal of Computer Science (1JCS Journal)
Published by SK Research Group of Companies (SKRGC) - Scholarly Peer Reviewed Research Journals
http://www.skrgcpublication.org/ Page 2618



http://www.skrgcpublication.org/

