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Abstract - Due to a rapid advancement in the electronic
commerce technology, the use of credit cards has
dramatically increased. As credit card becomes the most
popular mode of payment for both online as well as
regular purchase, cases of fraud associated with it are also
rising. In this paper, we model the sequence of operations
in credit card transaction processing using a Back
Logging (BL) and show how it can be used for the
detection of frauds. An BL is initially trained with the
normal behaviour of a cardholder. If an incoming credit
card transaction is not accepted by the trained BL with
sufficiently high probability, it is considered to be
fraudulent. At the same time, we try to ensure that
genuine transactions are not rejected. We present detailed
experimental results to show the effectiveness of our
approach and compare it with other techniques available
in the literature. In this we converted the transaction on
credit card in series and trained the card initially with the
normal usage of the card holder. If the usage is unnatural
the transaction automatically blocked. If it is authentic
the transaction process occurs normally. Here we are
introducing a project for the online transaction fraud
detection using Back Logging. It is done on the basis of
the spending profile of the card holder. The usual
spending of the cardholder is being checked by the FDS
(Fraud Detection system) in the bank. The system checks
all the spending of the user. When it turns unusual the
method blocks the transaction on the card. And it alerts
the bank. It occurs automatically. It doesn’t need any
man power.

Index Terms - Fraud Detection system, Back Logging,
Electronic Commerce.

1. INTRODUCTION

The online fraud occurs with credit cards fraudulent are of
two types, 1) Physical card and 2) Virtual card.

In physical card fraudulent occurs when the card getting
transacted physically. It can be in two ways, when the card
holder presents his/her card for purchase an attacker steal the
card or the card holder loose his/her card and without being
the awareness of the card is lost. In the second type of
transaction the fraudster knows some important information
about the card like card no, secure code and make use of it for
a payment. On both the two types it leads to a large financial
loss to the credit card company and to the card holder. To
find out these types of credit card frauds only way is to
analyzing the spending pattern figure it out the unnatural
spending with compare to the usual spending. Card
fraudulent detection on the basis of the spending profile is the
most capable way to reduce the frauds.

1. SYSTEM STUDY

EXISTING SYSTEM:

All the existing method to detect the credit card was on the
mode like the detection occurs only after the complaint of the
card holder about fraud done. It is not a convenient way to
avoid the loss happens to the card holder. After getting the
complaint they detected the fraud on the basis of the IP
address. For this they need the help of the Cybercrime to
detect the fraud and make action on it. It takes so much man
power.
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1. The main disadvantage of the existing system is the
detection occurs only after gets a written complaint.

2. In the existing system there is physical inconvenience
exists.

3.The period occurs to detect the fraud will cause so
many losses to the card holder.

4. There is no particular security system in the existing so
a hacker can easily access others card. No accuracy
in image.

5.The image can be compressed with loss of the clarity
and loss of pixels.

THE PROPOSED SYSTEM:

Here we are introducing a project for the online
transaction fraud detection using Back Logging. It is done on
the basis of the spending profile of the card holder. The usual
spending of the cardholder is being checked by the FDS
(Fraud Detection system) in the bank. The system checks all
the spending of the user. When it turns unusual the method
blocks the transaction on the card. And it alerts the bank. It
occurs automatically. It doesn’t need any man power.

Advantages of the proposed system:

1. The main advantage is that the detection occurs much
faster than any other method.

2.1n all the existing systems the real card holder should
checked for the Fraud detection. But in our method,
there is no need of the physical inconveniences of
the card holder. All the checking and the detection
occur automatically.

3. This project needs no man power for the detection.

4. This project provides most accurate method in credit
card fraud detection
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Disadvantages of the Existing System:

I1l. OUTPUT SCREENS
Login Form
s TN
& @ Tn . L= - -
Men'sHut i m
Yousre n jliersc] il oy
Login Form

Registration Form

)8 T i TE T4 AB =

MensHut e s

Update Profile

-ER
O - *“E T+ AeE

MensHut o
sathis Updsce profle infa

settinge

All Rights Reserved ©2022 International Journal of Computer Science (1JCS Journal)
Published by SK Research Group of Companies (SKRGC) - Scholarly Peer Reviewed Research Journals

http://www.skrgcpublication.org/

Page 2727



http://www.skrgcpublication.org/

http://www.ijcsjournal.com
Reference ID: 1JCS-397

T-Shirt Details

€ 700 c YEOINASE
Men's Hut ’
T-Shirt
%500 'b‘ZCO %360 tZOb
Add Product
5| G G x4 -l
PALE TE Y4 AE =
: Add Product
Gategory
Dashboard
AL o |

480 YE T+ ABE

nands

Dashboard

8 Cosbzon:

1# AdzProcuct

W rame PriGe | Descrigton

International Journal of Computer Science &

Scholarly Peer Reviewed Research Journal - PRESS - OPEN ACCESS
ISSN: 2348-6600

Volume 10, Issue 1, No 3, 2022

Since 2012

ISSN: 2348-6600
PAGE NO: 2726-2729

IV. CONCLUSION

In this project, we have proposed an application of BL in
credit card fraud detection. The different steps in credit card
transaction processing are represented as the underlying
stochastic process of an BL. We have used the ranges of
transaction amount as the observation symbols, whereas the
types of items have been considered to be states of the BL.
We have suggested a method for finding the spending profile
of cardholders, as well as application of this knowledge in
deciding the value of observation symbols and initial estimate
of the model parameters. It has also been explained how the
BL can detect whether an incoming transaction is fraudulent
or not. Experimental results show the performance and
effectiveness of our system and demonstrate the usefulness of
learning the spending profile of the cardholders. Comparative
studies reveal that the Accuracy of the system is close to 80
percent over a wide variation in the input data. The system is
also scalable for handling large volumes of transactions.
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